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Abstract. User authentication and permission are important components of computer and information 

security in the modern IT world. Access to computer systems relied on the use of alphanumeric passwords, 

but users have trouble remembering a password that is long and random-looking. A password is therefore a 

highly significant part of this authentication. Alphanumeric characters have been used to create graphical 

passwords. In order to sway user preference, our system combines the click-point approach with the 

persuasive feature. In conjunction with the visual steganography approach, it is challenging for the user to 

decipher. To increase the security of the authentication system, image steganography, the technique of 

concealing data within an image, is used. 
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I. INTRODUCTION 

One of the procedures for computer system authentication is a graphic password. To build a secure environment for our digital 

gadgets, we need computer security. cite the following three crucial areas where human-computer interaction is crucial: operation 

security, creation of secure operations, system development for security, and authentication. Here, the issue of authentication is 

the main focus. User authentication is a crucial and essential, essential part of the majority of computer security solutions. User 

authentication is undoubtedly a real-world issue. This issue needs to be resolved from the standpoint of a service provider while 

taking into account practical limitations like the available hardware and software infrastructures. Motivated by this, graphical 

password schemes have been proposed as a possible alternative to text-based schemes. partly due to the fact that humans 

remember pictures better than text; psychological studies back up this assumption. Aside from the workstation and web log-in 

application. Mobile phones and ATM machines now use graphics But in this essay, We’ll concentrate on a different option: 

employing a collection of images as passwords. Better defense against dictionary assaults. light, Because of these benefits, 

graphical passwords are gaining popularity. passwords as well. 

 

a. Graphical Password 

 
Graphical passwords refer to using pictures as passwords. This system uses a random set of images from which the users select 

some of them in a specific order to form the password. Such a password is easier to remember and more secure than traditional 

alphanumeric passwords. Nonetheless, it is noted that graphical password approaches do have some drawbacks, with those being 

the main ones. It is prone to shoulder surfing attacks because passwords are made of photos To “shoulder surf” someone is to look 

over their shoulder in order to obtain their passwords. A hostile observer may be able to obtain the user’s password credentials 

when the user enters a password using a keyboard, mouse, touch screen, or any other conventional input device. Our suggested 

method offers some protection against shoulder surfing and other potential threats. The structure of the essay is as follows. 

II. LITERATURE SURVEY 

User authentication is the key component of cyber security. In order to defend systems from different types of assaults, password 

protection is often provided. Regular text passwords made up of a combination of letters, numbers, and special characters are the 

most frequent type of authentication. Often, users choose text-based passwords that are easy to remember (such as their 

birthdate, phone number, etc.). Although easy to use, the approach is vulnerable to multiple attacks. Graphic passwords are used 

in the alternate authentication mechanism. These passwords contain graphics, which are easier to remember than the long strings 

of characters seen in text passwords.[1] 

Security of data and computers is greatly aided by passwords, which are the fundamental elements of the authentication 

procedure. The most common method of computer authentication uses an alphanumeric username and password, but it has a few 

drawbacks. To overcome the flaws of traditional methods, visual or graphical password systems have been developed as viable 

substitutes for text-based schemes. Shoulder surfing is more likely to occur with graphical password schemes than with 

conventional alphanumeric text passwords. While entering their passwords in a public place, users run the risk of having them 
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stolen. By watching the user's authentication process on camera or by direct observation, an intrusive party can learn the 

password. This sport is known as shoulder surfing.[2] 

Passwords are a major component of computer security that are utilized to confirm human clients. Clients have inconvenience 

recollecting passwords over time, indeed on the off chance that they utilize solid passwords—long, arbitrary passwords—that are 

secure. As a result, they habitually select frail passwords that are brief. Making secure and vital passwords can be a challenge. 

Graphical passwords, which require clicking on pictures instead of writing alphanumeric groupings, maybe the arrangement. In 

this think about, PassPoints are portrayed.[3] 

Passwords and usernames are the most common methods of computer confirmation. Basic downsides have been shown with this 

methodology. Passwords that are easy to guess are what clients tend to choose. It is troublesome to be beyond any doubt if a 

mystery word is troublesome to figure. Some investigators have made procedures that use pictures as passwords to address this 

issue. We think about the graphical mystery word techniques in this paper. We classify these methodologies into two categories: 

recognition-based and recall-based approaches. The long-run explore headings in this locale show the qualities and obstacles of 

each strategy. We as well endeavor to answer two basic questions: "Are graphical passwords as secure as text-based passwords? 

What are the major problems with graphical passwords? This diagram will be important for information security investigators 

and experts who are inquisitive about finding an elective to text-based confirmation techniques.[4] 

Potential certificates of identity can be identified by a wide range of human memory phenomena. The capacity for complex 

experiences that can be recognized and transferred to others is what these imprinting behaviors are characterized by. They are 

suitable for use in near-zero-knowledge protocols, which minimize the amount of secret information exposed to prying eyes 

while identifying an individual. We apply the examples to the protocols. This provides a novel approach to human-computer 

interfaces and raises new questions in several classic areas of psychology.[5] 

The internet plays a crucial role in today's life, which is why the usage of online social networks is increasing. Online social 

network allows people to communicate with their friends. It is a big challenge to keep online social networks safe. We use a text-

based password. Text-based passwords are hard to remember and vulnerable to attacks. Text passwords are not all that good. 

There is a way to remember passwords. Humans are less vulnerable to attacks because they can easily remember pictures. Text 

passwords are just as bad as graphical passwords. Users share their images.[6] 

The development of the smartphone has changed the lifestyles of users. Integration of Near Field Communication into the phone 

has opened up new applications and business models. The graphical password scheme and near-field communication are two 

important technologies that can be used to achieve a secure and convenient access control system. One of the potential uses of 

such technologies is the integration of a steganography graphical password scheme into NFC-enabled smartphones to transcend 

conventional digital key/tokens access control systems into a more secure and convenient environment. The free hand to 

exchange surety and how they interact with the passage would be delivered to smartphone users. As such, this paper presents a 

secure two-factor authentication NFC smartphone access control system using a digital key and the proposed Encrypted 

Steganography Graphical Password (ESGP).The paper shows that the user perception and intent to use the phone access control 

system are valid through an experiment and user evaluation survey.[7] 

The use of smart systems has introduced a threat to data security and privacy. Most of the applications are built-in unsecured 

operating systems, and so there is a growing threat to information cloning, forging tampering counterfeiting, etc. This will lead 

to an un-compensatory loss for end-users, particularly in banking applications and personal data in social media. The shoulder 

surfing touch can be polished with the aid of the adversary to accumulate the individual’s watchword by searching over the 

client’s shove. However, most of the current graphical password schemes are liable to shoulder-browsing a recounted hazard 

wherein an attacker can seize a password by means of way of a direct statement or by recording the authentication consultation. 

Because of the visual interface, shoulder-browsing becomes an exacerbated problem in graphical passwords. A graphical 

password is easier than a textual content-based password for the majority to undergo in thought. Suppose an eight-man or 

woman password is critical to benefit access into a specific computer network. Passwords that are strong are proof of their 

validity.[8] 
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III. EXISTING SYSTEM 

 

To ensure the safe and accurate transmission of sensitive information, the framework proposed in this paper should include as 

many of the necessary components as possible. 

 

 
Fig.1: Block Diagram 

 

 

 

Several modules are included in our framework. The host image will be standardized in the first module. The cover image will 

include the host image. The stego key will be used in the later modules. The receiver will decipher the secret image. The secret 

image is retrieved again. The proposed method has a detailed description. 

 

a. Standardizing The Image 

 
One of the needed images is a cover image, while the other is a hidden image, which we are entering or viewing. The photos 

should be as small as possible. The cover image in this case is 480 x 60 pixels in size. This significant size disparity serves as a 

reminder of the method's primary tenet—namely, that the total number of bits in the secret image should be smaller than those in 

the cover image in order for the image to retain its previous appearance. There is a conversion of the secret image to greyscale.' 

 

b. Embedding process 

 
Bit Plane Slicing is the first step of the process. The secret image was divided into individual bits. Now, related bit planes make up 

the secret picture plane. We thus have 8-bit planes that correspond to each and every pixel in the hidden image.LSB substitution 

steganography is proposed as an embedded technique. A secret image is used in place of the cover image's LSB. The following 

steps are used for Embedding. 

 

 

STEP 1: With the necessary bit position, the bit plane slicing can be implemented. 

STEP 2: We process the cover image. We want secret data to take the place of the LSBs. 

STEP 3: The existing one should be empty if we wish to alter the data there. The LSBs must be vacant In order to replace the 

cover image and the host bit. From the cover image, the LSB bit is subtracted. 

STEP 4: Just put the cover image piece to the LSB location of the cover image to replace the host bits. equivalent bit planes. 

STEP 5: The secret image that is encoded in the stego image is transmitted in accordance with the requests of the users. Its host 

the cover image below, which can be embedded, is displayed. 

 

1. Start 

2. The input of a cover image and a secret image. 

3. The image should be standardized. 

4. There is a bit of plane slicing of a secret image. 

5. The cover image has bits in it. 

6. The Stego image was output. 

7. End. 

 

c.  Security implementation 

 
A double-level security system has been implemented at the receiver. A security password is required at the first level. We can 

proceed to the second level if the security password is acceptable. There is a  banned image at this level. The decoding process 

begins if the key image matches. There is a chance that the secret image could be retrieved by the invaders. 
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d. Decoding 

 
Decoding is the process of using an embedded technology in reverse. The following steps are used to complete this. 

STEP 1: To form the corresponding bit planes, the LSBs of the cover image have to be collected. 

STEP 2: The original secret image has the same number of bits as the original. 

STEP 3: In order to maintain image clarity, scale the decoded image back to its original size. 

The technique for decoding is shown in the algorithm below. 

 

1. start 

2. The inputs are the stego picture, secret image, and key image. 

3. In comparison to the hidden key. 

4. The picture was obtained. 

5. contrasting the two images, you'll see the key image. 

6. The secret image can be coded. 

7. The secret image was output. 

8. End 

 

 

IV. MATERIALS AND METHODS 

 

a. Cued click points 

 
 

Cued Click Points are an alternative to PassPoints. Users click on one point on each of the five images rather than five points on 

one image. If a userIf they make a mistake when entering their most recent click-point, they can next image attempt and restart 

from the beginning. Because of this, attacks based on hotspot analysis are more difficult. As shown in the diagram. When users 

click on the next image, they are taken down a path as they click on their sequence of points. A misclick takes you down the 

wrong path, with an explicit indication of authentication failure only after the last click. The suggested system is an If they use a 

single or double click on the image, it is much more secure and effective. If the user makes a mistake while logging in, the reset 

button will allow them to make the correct click. Images of specific sizes and resolutions will be available in our system. 

There are 16 grids on the image, and each one has an address that, when clicked, displays the associated image. What will happen, 

Four graphics with tolerance squares and sixteen grids. The first step in the procedure is user registration, when the user enters 

their name, which is then confirmed and put in the database. The user can pick an image from a database. The user will be 

presented with a tolerance square and asked to choose a point. A message box will be presented asking the user if they want to 

keep using the image or not and asking if they want to continue using it. To proceed, the user must choose another spot on the 

opposite image. If the associated image appears, the user must enter a password that is by the database, verified. The following 

image will be shown if the clicked location in the tolerance square is deemed to be erroneous. In the event that the user clicks on 

the incorrect point by accident, a reset option is available. The user is aware of the path they have taken after making the last 

click. 

 

 

 

 

 

 

 

 

 

 

 

Fig.2: Graphical password authentication using Cued Click Points (Reddy et al.,2013) 
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b. Image steganography 

 
Communication has been made more secure since the rise of the internet. The field of cryptanalysis deals with hiding the meaning 

of a message. It is very difficult to get the true meaning of a message when it is sent to the wrong people. Steganography is a field 

that deals with hiding the meaning of a message but also hiding its existence. The information is protected in its own way, but 

neither is perfect and can be compromised. In a hybrid approach, we hide the message and make it harder to see it. Digital data, 

like images, Audio, Video Network packets, etc, are used as the carriers in today's steganography. There are a lot of techniques for 

each of them, but this article aims to provide an overview of image stripping. There are lots of bits that are there to provide 

accuracy far greater than necessary for the object’ss use, which is why images are an excellent medium for concealing 

information. Steganography techniques alter redundant bits in such a way that they can't be seen by humans or computers. 

  

Fig.3:  image steganography flowchart 

 

 

 

V. EXPERIMENTAL RESULT 

The outcome is satisfactory when the concealed image is twice as large as the cover image. I this case the cover image is a color 

image with many colors and the hidden image is a black-and-white image the result is accurate and The Stefano image is the same 

as before. If the hidden image is very much smaller than the cover image then also, we have a very good output. In this case, the 

cover image is having three colors and the hidden image is having multi colors then the result is accurate. In this instance, the 

cover image is a black-and-white photograph, while the hidden image is a color photograph with a white border. Although a 

yellow strip can be seen, the background of the stegano image is unchanged. In this instance, a cover image measuring 150 x 150 

pixels and a hidden image measuring 300×300(i.e., the cover image is smaller than the hidden image) are taken there is an error in 

the output result. The hidden image was erased. In this instance, the cover image is assumed to be a black-and-white photograph, 

however, it is actually a color photograph without any white. background, the stegno picture has altered and the outcome is 

accurate. Black and white photos are used in this instance for both the cover image and the secret image. The hidden image has a 

white background so the output image contains a yellow and red strip. 
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Fig.4: results for hiding an image inan image 

 

 

VI. CONCLUSION 

Early this decade, graphical passwords gained popularity as a replacement for text-based passwords. We have outlined a new 

implicit password authentication method in this research, where the authentication data is implicit. The user is shown. The 

suggested protocol not only enhances user experience but also withstands testing. threats like malware and key logger attacks. 

Here, passwords are stored using image steganography technology. Steganography is a technique for delivering secret information 

while concealing it in images. hidden from view inside a cover picture that resembles. This work has outlined the method for 

image steganography that has recently been employed. To log in to a system with a graphical password, there is a screen with 

pictures on it. After clicking on the picture, the screen shows the picture that the user has set as their password, and then the user 

has to click on the spot in the picture where the password was set. The system will automatically log in if he clicks the password 

spot. There are many kinds of dedicated software applications available to facilitate steganography. An application called Steg 

hides may conceal data in a variety of picture files, including JPG, BMP, AU, and WAV. 

a. An application used in the picture password system: 

 Hard disk locking 

 System login and logout process 

 Folder locking 

 Web log-in application 

b. Technique proposed 

 Blonder, passlogix, wiedenbeck 

 Authentication process – click on several pre-registered locations of a picture int the right sequence. 

 Memorability – can be hard to remember 

 Password space – N^K (N is the number of pixels or smallest units of a picture, K is the number of locations to 

be clicked on) 

 Possible attack methods – Guess, shoulder surfing. 
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