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Abstract

Protecting sensitive and personal records has gotten challenging as more and more digital data is maintained and shared between users.
Privacy is crucial when it comes to clinical data, which contains sensitive patient data. This paper suggests a novel AES-based Base64
encoding method for biometrically driven medical encryption. The suggested solution uses the patient's biometrics to construct a key
management system. After that, the medical image is AES-encrypted and ready for safe transmission or storage. The original medical
image is then recreated using a reliable decryption approach using the encrypted image.
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1. INTRODUCTION

As more digital data is stored and transmitted between users, maintaining the security of sensitive and secret data has become a
challenging problem. Security is undoubtedly critical if there is therapeutic information present that contains important patient data.
Medical pictures may be vulnerable to major dangers such as unauthorized alteration, data leakage, and data integrity. The biggest issue
emerges when these photos are stored and sent for numerous purposes. The secrecy of medical photographs is a critical problem that
must be addressed. To safeguard medical photos, many approaches like as encryption, hashing, steganography, and watermarking have
been developed. Of these, encryption is the best approach for ensuring the data's integrity. Due to two intrinsic characteristics of medical
images—strong correlation between nearby pixels and redundancy-traditional encryption techniques, such as Advanced Encryption
Standard (AES) and Data Encryption Standard (DES), are not suitable for the encryption of medical images.

2. PURPOSE

A very efficient and resilient encryption mechanism is proposed in the suggested system to safeguard medical pictures. The patient goes
to the lab for testing and is scheduled for a medical scan. The patient's fingerprint biometrics will be used to encrypt the medical images
that were taken in the lab. First, the photos are transformed to bytes using Base64 encoding. The medical picture is then encoded on the
biometric image using the image steganography - LSB technique. This method aids in the concealment of one picture within another
image with little distortion. The AES technique is then used to seed a key into the embedded image, which is subsequently passed into
the embedded image. The status of the test findings and the key will be mailed to the patient, and they will decrypt the photos using their
fingerprint, which aids in retrieving the embedded image from storage by comparing the hash value of the image and the seeded key. The
medical photos will be securely protected using this technology.

3. ALGORITHM

Any binary information, which is a stream of bytes, can be encoded using the Base64 algorithm into a stream of 64 readable characters.
The raw image data is transformed into a stream of bytes for further processing in our proposed system using Base64 encoding. The steps
involved in Base64 encoding are as follows:

e  Split the input byte stream into three-byte pieces.

e Split each 3-byte block's 24 bits into 4 sets of 6 bits.

e The Base64 set map is used to convert each group of 6 bits to a single printed character.

e Pad the last 3-byte block with two bytes of zero (x0000) if the input file is only one byte long. After encoding it as a conventional
block, replace the final two letters with two equal signs (==), letting the decoding process know that two zeros were added to
the end as padding.

e Pad the last 3-byte block with 1 byte of zero (x00) if the input file only contains 2 bytes. Replace the final character of the
standard block encoding with an equal sign (=), letting the decoding process know that a padding byte of zero was used

e The decoding process ignores carriage return (r) and new line operation (n) that are added into the output character stream.
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4. OVERVIEW OF STEGANOGRAPHY

Steganography is the art and science of secret communication. The term steganography is a combination of two Greek words “steganos”
and “graphy”, whereby “steganos” means “secret or covered” and “graphy” means “drawing or writing”. Steganography techniques can
be divided into various categorized based on cover type, embedding domain, embedding and extraction approaches.

The steganography of medical images requires special caution when embedding extra data inside the medical images, whereby the added
information does not impact the image

quality.

4.1 Steganography technique using LSB

Steganography is used in the proposed system to integrate the medical image with the patient's fingerprint image. The Least Significant
Bit algorithm is a spatial domain approach in which medical image bits are placed in significant bits of the biometric picture.

This buried data is then recovered using the appropriate decoding algorithm. The main idea of this technique is to directly alter some
LSB of the cover image with the secret data. The essential drawback of the available LSB techniques is that increasing the
capacity of the stegno image leads to decreasing its quality.

5. LITERATURE AND REVIEW

The broad application of artificial intelligence techniques in medicine is currently hindered by limited dataset availability for algorithm
training and validation, due to the absence of standardized electronic medical records, and strict legal and ethical requirements to protect
patient privacy. In medical imaging, harmonized data exchange formats such as Digital Imaging and Communication in Medicine and
electronic data storage are the standard, partially addressing the first issue, but the requirements for privacy preservation are equally strict.
To prevent patient privacy compromise while promoting scientific research on large datasets that aims to improve patient care, the
implementation of technical solutions to simultaneously address the demands for data protection and utilization is mandatory.

Artificial intelligence (Al) in medical imaging is a potentially disruptive technology. An understanding of the principles and application
of radiomics, artificial neural networks, machine learning, and deep learning is an essential foundation to weave design solutions that
accommodate ethical and regulatory requirements, and to craft Al-based algorithms that enhance outcomes, quality, and efficiency.
Moreover, a more holistic perspective of applications, opportunities, and challenges from a programmatic perspective contributes to
ethical and sustainable implementation of Al solutions.

6. MATERIALS AND METHODS

A. AES Algorithm

AES is a symmetric block encryption designed to replace DES as the accepted standard in the variety of applications. The construction
of AES and most symmetric cyphers is quite sophisticated when compared to public-key cyphers like RSA. After the image is
incorporated in our system, a key is seeded using AES and transferred into the medical image. The seeded key is also delivered to the
patient's email, where it is used to decrypt the photographs.
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Figurel: AES algorithm for encryption and decryption
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B. Biometric watermark

Watermarking is the process of concealing, verifying the validity or integrity of data, or revealing its owners' identities. The name
biometric watermarking is offered since we employ the patient's fingerprint for concealing, encrypting, and decrypting medical images
by authenticated patients. Watermarking is a technology in which data carrier identification information is embedded with methods that
can be difficult to notice and do not affect data use. Watermarking technology usually protects multimedia data copyright like the
authentication of banknotes to prevent attackers from damaging watermarking

C. System Overview
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Fig.2: Overview of the proposed system

6.1 Doctor’s Registration and Login

The physician will sign up and log in later to access the patient's details.

6.2 Patient’s Registration and Login

Token The patient will register and login to get appointment to visit the hospital.

6.3 Generation and allow patient to take test

Each patient will receive a special token. The doctor will next examine the patient and the go-ahead to take tests. The patient will next
proceed to the laboratory's scanning procedure.

6.4 Encrypting / decrypting medical images with fingerprint

At the lab, the patient will be scanned, and the scanned medical pictures will be encrypted with that patient's fingerprint and a key will
be supplied to the image, which will be seeded using the AES technique. This outcome will be provided to the patients through email.
The medical picture can be accessed once it has been encrypted by using his or her fingerprint and inputting the AES key.

7.ADVANTAGES

®  Paper based patient registration can be time consuming, and there are a chances for error. Alternatively, biometric registration can
lead to more accurate and easy patient registration.

®  Faster authentication, accuracy, scalability.

® \When a child has a chronic disease or a form of cancer, medical imaging is essential not only at initial diagnosis, but for monitoring
how the disease is responding to treatment or if the disease is progressing, and when a treatment plan might be stopped or adjusted.
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8.DISADVANTAGES
® Cost-significant investment is needed in biometric pages for security.
® Data breaches-biometric data bases can still be hacked.

® Tracking and data-biometric devices like fingerprint, facial recognition systems can limit privacy for user

9.RESULTS AND DISCUSSION

The proposed technique utilizes the biometrics of the patient/owner to generate a key management system to obtain

the parameters involved in the proposed technique. The medical image is then encrypted employing PR-APBST, QR and singular value
decomposition and is ready for secure transmission or storage. Finally, a reliable decryption process is employed to reconstruct the
original medical image from the encrypted image. The validity and feasibility of the proposed framework have been demonstrated using
an extensive experiment on various medical images and security analysis. Moreover, in order to achieve confidentiality and security in
the sharing of patient’s information in biometric and medical image steganography requires an emphasis on other essential criteria such
as privacy and authentication

The results of the proposed system are discussed

Fig.4: medical image of the patient
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Fig.5: medical image and biometric of the patient are embedded and key value seeded.
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Fig.6: Image after performing steganography
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Fig.7: Extraction of medical images from the steganography image by passing the seeded key

Fig.8: Extracted medical image

10. CONCLUSION

This is an innovative idea that might help to protect medical images stored in a hospital cloud. The most effective technology for
preserving the integrity of data is encryption, which is superior to hashing, stenography, watermarking, and stenography. This is included
as a key. This technique is resilient because fingerprints have the best statistical features of any biometric. Nevertheless, for intricate
photos and high resolution.

Biometric scanners to produce high quality medical images, this system require additional image processing units. If this concept is
improved in the future, it will undoubtedly safeguard the personal data of medical photographs, facilitating the processing of medical
findings for diverse persons.
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