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Abstract:

This literature study investigates the security, speed, and cost of Continuous Variable Quantum Key Distribution, which (CV-QKD) with
multiple unique security methods. Quantum key distribution has emerged as a promising technology for securing communications in an
era where information security is of paramount importance. CV-QKD, a type of quantum key distribution, gets a lot of attention due to
the way it can lets safe key exchange in long distances using continuous-variable quantum states.. The review begins by elucidating the
fundamental principles of CV-QKD and delves into its theoretical underpinnings, highlighting its security advantages, such as the
resistance to quantum attacks. Furthermore, the review examines the practical implementation of CV-QKD and explores its speed and
efficiency in real-world scenarios. Comparative analysis is a key focus of this review, as it juxtaposes CV-QKD with other security
protocols like discrete-variable QKD, classical cryptographic methods, and post-quantum cryptography. The examination encompasses
the security guarantees, transmission speeds, and cost-effectiveness of these protocols, providing insights into the strengths and
weaknesses of each approach. In the end, this review of the literature is a helpful tool for those who are seeking an in-depth knowledge
of CV-QKD's position within the landscape of secure communication protocols, providing a nuanced take on its efficacy in the areas of
security, speed, and cost-effectiveness when compared to its peers.
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Introduction

CV-QKD encryption represents a cutting-edge paradigm shift in the realm of secure communications. It differs fundamentally from
classical encryption methods in several key aspects, harnessing the principles of quantum mechanics to achieve an unprecedented level
of security. This brief introduction explores the fundamental differences between CV-QKD encryption and classical encryption,
shedding light on why quantum encryption holds immense promise for the future of secure communication.

Classical Encryption

Classical encryption relies on mathematical algorithms to scramble plaintext data into cipher text. The integrity of classical encryption is
dependent on the complexity of overcoming equations, such as factoring big numbers (RSA encryption) or filling discrete logarithm
computations (Diffie-Hellman key exchange). Along with some commonly used protocols and algorithms

Symmetric Encryption:

Key-Based Encryption: Symmetric encryption makes use of the same key for both encryption and decryption. This key is only available
to the sender and the receiver. Protocols: Common protocols include the Data Encryption Standard (DES), Triple DES (3DES), and
Advanced Encryption Standard (AES). To encrypt data, these protocols utilize block cipher algorithms such as DES, 3DES, and AES.
AES is one of the most used symmetric encryption techniques. It encrypts and decrypts data using keys of multiple bits (128-bit, 192-hit,
or 256-bit).

Asymmetric Encryption (Public-Key Encryption):

Asymmetric encryption combines two keys for encryption and decryption: an external key for encrypting and a secret key for
decryption. The public key may be used by anybody for encryption of data, while just the user of the secret key can decode it. RSA
(Rivest-Shamir-Adleman), Diffie-Hellman, and Elliptic Curve Cryptography (ECC) are common asymmetric encryption algorithms. The
RSA algorithm is a well-known asymmetric encryption method. It is dependent on the problem of factoring big semi prime integers to
preserve security. Diffie-Hellman is commonly used for secure key exchange; however ECC provides adequate security with shorter key
lengths.

Hash Functions: Data Integrity: Hash algorithms develop a fixed-size hash value from fed data. They are used to ensure the integrity of
data and that it has not been tampered with during transmission. Protocols: SHA-256 (part of the SHA-2 family) and MD5 (less secure
and no longer recommended) hash algorithms are frequently used in many protocols. The Secure Hash Algorithm 2 (SHA-2) family's
SHA-256 algorithm produces a 256-bit hash code and is widely employed for data integrity checks.
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Message Authentication Codes (MACs):

Data Authentication: MACs are used to confirm a message's authenticity and integrity by producing an identification tag that is attached
to the message. Protocols: HMAC (Hash Based Message Authentication Code) is a general protocol that creates a MAC by combining a
cryptographic hash function with a secret key. HMAC generally generates the authentication code using hash algorithms such as a SHA-
and a secret key.

Digital Signatures:

Authentication and Integrity: Asymmetric cryptography is used in digital signatures to offer authentication and ensure the integrity of
messages or documents. Protocols: RSA Digital Signatures, ECDSA (Elliptic Curve Digital Signature Algorithm), and DSA (Digital
Signature Algorithm) are three popular digital signature technologies.

Popular methods for producing digital signatures include RSA and ECDSA. These traditional encryption methods are critical in
safeguarding data and communications in a wide range of applications, from secure texting to e-commerce transactions. They are,
however, vulnerable to quantum computer attacks, necessitating the development of quantum-resistant encryption methods such as
lattice-based cryptography and code-based cryptography to meet future security demands.

CV-QKD Encryption: CV-QKD, on the other hand, uses quantum physics concepts, notably the features of quantum states of light
(often continuous-variable states), to safely transfer cryptographic keys. It is based on physical rules rather than mathematical
assumptions, providing security against quantum assaults that conventional encryption cannot.

Principles of CV-QKD:

Quantum Mechanics: CV-QKD is based on quantum mechanics concepts, namely the utilization of continuous-variable quantum states
such as light quadrature amplitudes. CV-QKD enables two parties, Alice and Bob, to produce a shared cryptographic key over a
quantum channel while detecting any eavesdropping efforts by an intruder, Eve. CV-QKD protocols include: Protocols for Gaussian
Modulation: There are several CV-QKD techniques, the most prevalent of which is based on Gaussian modulation. Gaussian
Modulation Continuous Variable QKD (GM-CVQKD) and Coherent-State CVQKD are two examples. Reverse-Reconciliation and
Forward-Reconciliation: CV-QKD protocols can use a variety of error-correction and privacy-amplification techniques, including
reverse-reconciliation and forward-reconciliation techniques. Techniques and Algorithms:

Homodyne or Heterodyne Detection: The quadrature amplitudes of quantum states are measured using homodyne or heterodyne
detection techniques in CV-QKD. Error Correction and Privacy Amplification: Algorithms and approaches are used to rectify faults in
the shared key while also increasing its security through privacy amplification. Squeezed States: Squeezed states of light can improve
the security performance of CV-QKD methods.

Key Renewal:

Classical Encryption: Classical keys have a finite lifespan and must be periodically renewed, often over insecure channels. CV-QKD
Encryption: CV-QKD keys can be renewed continuously during communication without interrupting the data flow, enhancing long-term
security.

Challenges and Limitations: Multiple Input Multiple Output (MIMO) in 5G communication with Continuously Variable Quantum Key
Distribution (CV-QKD) to has several challenges and limitations because this integration involves complex technologies and practical
considerations. Below are some of the key challenges and limitations:

Transmission Distance: CV-QKD systems are generally limited in terms of transmission distance due to quantum signal degradation.
This limitation can be problematic in MIMO systems that may span large geographical areas.

Quantum Signal Losses: Quantum signals are susceptible to losses as they travel through optical fibers or free-space channels. These
losses can impact the rate and reliability of key distribution. Compatibility with Existing Infrastructure: Integrating CV-QKD into
existing MIMO and beyond 5G communication systems can be challenging. Ensuring seamless compatibility and interoperability with
classical components is a complex task.

Synchronization: Achieving precise synchronization between quantum and classical systems is crucial for successful integration but can
be technically demanding. Scalability Issues: As the number of users or devices in a MIMO system increases, scaling CV-QKD key
distribution can become challenging. This is particularly relevant for large-scale communication networks. Environmental Interference:
Environmental factors, such as atmospheric conditions and temperature fluctuations, can affect the performance of quantum channels
and, consequently, the reliability of CV-QKD. High Cost: Quantum technologies are currently costly to develop and implement. The
initial investment in quantum hardware and infrastructure can be a significant barrier for widespread adoption. Quantum Resources: The
availability of quantum resources, such as high-quality quantum sources and detectors, may restrict CV-QKD's practical application in
MIMO systems. Key Rate vs. Data Rate: CV-QKD typically has a lower key generation rate compared to classical encryption methods.
This trade-off between key rate and data rate needs to be carefully considered in high-speed MIMO communication systems.

Literature review:

This literature review shows output parameters of Throughput, Delay, Packet Loss, Convergence Time, Bit Error Rates, Collision
Probability, Secure Key Rates, Quantum Bit Error Rate (Qber), Outage Probability, Secret Key Rate (Skr) are measured by using
various algorithm and protocols
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Authors Year Main findings Outcomes measured Algorithms used
We examined the security of the three and n-pulse Differential-Phase-Shifted
Quantum Key Distribution (DPS QKD) protocols against single assaults. In *Bit Error Rates 3 and n pulse Differential
Valliamai Ramanathan, the presence of these assaults, we calculated the relevant bit error rates and Phase Shifted Quantum Key
A. Prabhakar, Prabha 2023 | collision probability. We compared the resulting secure key rates to known +Collision Probability Distribution (DPS QKD)
Mandayam theoretical lower bounds generated from a general individual attack. protocols
*Secure Key Rates
UAV-based FSO systems combining the benefits of FSO and UAV mobility -Quantum Bit Error pregzruesgg(:] amngg/LﬁZt?oar?%(:‘ on
. can be secured using CV-QKD and GMCS. System performance is affected gy
Nancy Alshaer, Tawfik - [ - . L Rate (Qber) guantum coherent states
: 2022 | by atmospheric turbulence, excess noise, and other impairments. Optimized o
Ismail . - *Outage Probability (GMCS), the CV QKD
system parameters and bore sight displacement tolerance of up to 7 cm can hodol
be achieved. Secret Key Rate (Skr) methodology
Quantum Key Distribution (QKD) may be used to significantly improve the
privacy and security of Networked Control Systems (NCS). *Privacy And Security
The addition of QKD to NCS can enhance both security and speed by Of Networked Control
Haijin Ding, R. Wu, 2018 utilizing the most basic encryption method, XOR. A unique Kalman-filter Systems (Ncs) XOR
Qian Zhao embedded communication protocol that can make better use of the raw keys *Overall Security Of
generated by QKD has been suggested. Ncs
*Control Performance
A thorough examination of the decoy state protocol enhances both *Quantum Throughput
L. Mailloux, M. performance and security in terms of detecting PNS assaults. Decoy state «Security With Respect
Grimaila, D. Hodson, R. protocol can ensure that PNS attacks are detected with high confidence while yn p
. ) . " To Detecting Photon
D. Engle, C. 2016 | also increasing the secure key generation rate at no extra expense. Security L <, -
; . ! - . Number Splitting (Pns)
McLaughlin, G. implementation assistance is offered for QKD system developers and users. Attacks
Baumgartner

*Secure Key
Generation Rate

Table 1 shows the parameters measured and by which algorithm were used
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Conclusion

In conclusion, this comprehensive literature review highlights the significance of Continuous Variable Quantum Key Distribution (CV-
QKD) as a promising technology for bolstering information security in today's interconnected world. Through a meticulous examination
of its theoretical foundations, practical implementation, and comparative analysis with other security protocols, this review underscores
CV-QKD's resilience to quantum attacks and its potential for secure long-distance key exchange. While recognizing its advantages, we
acknowledge the need for further research and development to address practical challenges and enhance its real-world efficiency. As
information security remains paramount, CV-QKD emerges as a valuable tool in the arsenal of secure communication protocols, offering
a balanced perspective on its strengths and weaknesses in terms of security, speed, and cost-effectiveness. Researchers, practitioners, and
policymakers can find valuable insights within this review to inform their decisions and strategies in the realm of secure
communications.
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