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Abstract – Proper attendance play a vital role at both educational institutions in order to provide a better quality of education to each 

and every individual, hence for such critical aspect we need to have an effective and efficient way to get things done as well as have a 

track on it. When we speak about such and important and critical aspect of any organization for that matter, security comes as a top 

most priority, keeping that in mind our research uses a two factor authentication method in order to validate the individual and to ensure 

that our proposed work is completely secure. This research work keeps a track of each and every registered individual and can retrieve 

the data whenever required. With this work almost all the drawbacks of the existing system is eliminated.  

 

Index Terms – Radio Frequency Identification (RFID), 2 Factor Authentication (2FA) 

I. INTRODUCTION  

Regular attendance in any educational institution is undoubtedly the most basic condition for each and every individual. Lack of efficient 

and proper method to monitor such an important aspect has lead to several issues in students which reflects in the results of an individual. 

Also with the existing manual attendance by the particular faculty will be time consuming and also it halts the continuity of the class 

also leading to ponderous nature of the class. On the other hand if a student is absent to any particular class, their parents will be getting 

a notification about the same, in order to ensure that there is constant tracking about their wards attendance. The traditional system lacks 

all the above mentioned factors and hence is a bigger concern in the recent times. 

 

Our research work which uses 2FA approach eliminates the fraudulence and also propose a system that addresses each and every issue 

that stood strong with the traditional approaches. With this approach all sorts of fraudlence, mismanagements and carelessness is no 

more a issue and also there will be no hurdles to the classes and also to the quality of the class. Several other research works have used 

raspberry pi, but we have used ESP32 which has better performance than raspberry pi and also it have better GIOF (General Input 

Output Function), apart from these it also has better WIFI connectivity and also it’s power consumption is very less as compared to 

raspberry pi. ESP32 has a very strong and powerful processor, apart from these it makes the circuit look very light instead raspberry pi 

makes it very bulky. 

 

In this research work we have proposed a smart attendance system that verifies the RFID as well as face of a particular student and on 

successful verification, the information can also be transferred to any means as per the user requirement. Our proposed system also 

omits the need of space required for storing manual paperwork. This system also helps administrators save lot of time and also money 

and hence increasing the efficiency. 

 

II. LITERATURE SURVEY 
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PROPOSED SYSTEM 

  

• RFID Technology – This technology permits devices to identify and capture the certain unique information 

recorded on a tag using radio waves. Compared to the barcodes, RFID provides faster identification, no line of 

sight, reusable to rewrite or update, higher data storage, higher read rate, multiple tag readings at a time, 

toughness, extreme distance reading without intrusion, cost effective. The best features of RFID are its speed, 

function, performance over bar code. RFID module is used as input to the NodeMCU, which consists of RFID 

Reader and RFID Tags with antenna. 

 

• MFRC522 reader is used with features of low cost, compact size, low power consumption, portable and 

installable as needed. Students must need to enter in the class, so passive tags are used, which are powered through 

reader’s electromagnetic fields to receive messages or ID data wirelessly from the reader. Because passive tags 

don’t contain battery. 

 

 

• NodeMCU WIFI (Node Micro-Controller Unit Wireless Fidelity) Module – It is an easily available IoT 

firmware in addition with the development board. It is a cheap microcontroller with inbuilt ESP8266 WIFI 

capability to communicate and aid full TCP/IP stacks and assist to build easier on IoT platform. This module is 

interfaced with RFID. 

 

 
 

 

 

Circuit connection for rfid detection 

 

 

 

 

• Along with this for face detection we make use of opencv library in python along with CMake, dlib and also 

face-recognition for better outputs. 

 

• Face detection has 3 major steps:- 

 

1.Face Detection:-in this step we just detect all the faces available inside the video frame. 

2.Feature extraction:-now see we have cropped out the face from the images, so now we extract specific features 

from them. Here, we use are face embeddings to extract these features of the face. Since a neural network takes 
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an image of the face of a person as input and outputs a vector that represents the important features of ones face, 

this vector is called embedding and we call this as face embedding vector. 

3.Comparing Faces:-We also have face embeddings for each face in our data saved in a file, the next process is 

to recognize a new image that is not present in our data. Hence the first step is, computing the face embedding 

for the image using the same network we used earlier and then compare this embedding with the rest of the 

embeddings that we have obtained. We identify the face in case the generated embedding is very similar to any 

other embedding we have. 

 

 A few of the advantages of using opencv for face detection is as shown:- 

1. Open CV is free of cost and an open-source library. 

2. Open CV is faster since it is written in C/C++ language. 

3. Even with less system RAM, OpenCV fine. 

4. It supports almost all the operating systems  

 

Shows how opencv works 
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Our datasets for face recognition 

 

 

 The flowchart for the proposed system is as shown below 
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Results and Discussion 

 

 

 

 
 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Circuit connection of Rfid reading     

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  Real time database updation 
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 With this kind of 2FA attendance there are several outcomes expected and they are:- 

1. Accurate attendance tracking: By combining RFID technology with face recognition, the system can accurately identify and track 

attendance of individuals in a particular location. Easily store and retrieve the data store. 

2. Increased efficiency: The system can streamline attendance tracking and eliminate the need for manual data entry, saving time and 

reducing the chances of errors. 

3. Improved security: By verifying the identity of individuals through both RFID and facial recognition, the system can help prevent 

unauthorized access and ensure that only authorized personnel are present. 

4. Data analysis: The system can provide valuable data on attendance patterns and trends, allowing organizations to make informed 

decisions on resource allocation and staffing. 

5. Cost-effective: The system can reduce the cost of attendance tracking by eliminating the need for manual data entry and reducing the 

chances of errors. 

 

 

 Further instead of face recognition we can also use fingerprint recognition yet making it a 2FA approach, but a few times due to 

several conditions the fingerprint might malfunction hence leading to failure of the system. 

 

 Hence, to avoid such a failure we have used the face recognition, which has way better results than fingerprint recognition. 
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