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ABSTRACT: This paper proposes a decentralized solution for web hosting based on interplanetary file

system (IPFS) and Ethereum blockchain. Particularly, we use Ethereum smart contracts to manage the IPFS
network and the web hosting service. IPFS platform is used to store data and to host websites. All storage
miner nodes on the IPFS network offer the pinning service to ensure that source codes of the websites and
users' data are retained long-term. Moreover, these nodes also enable the interplanetary name space (IPNS)
service for creating and updating mutable links to IPFS contents. TXT record is also used in the domain
name system (DNS) to map domain names to IPNS addresses for hosted websites. For privacy-preserving
data storage, websites need to be deployed an encryption algorithm. The proposed model that combines
between the IPFS and blockchain networks to form a platform providing the decentralized web hosting
service. Experiment illustrates building and hosting a web application on the IPFS network. Experimental
results show that, compared to the traditional web hosting model, the hosted web application on the
proposed platform ensures the confidentiality, integrity, and availability.

Index Terms: Interplanetary file system (IPFS), Block Chain, Ethereum, Domain Name System (DNS)

I.INTRODUCTION:
A Web Hosting service is a type of internet service that makes websites available to the users over the
internet, for almost a decade of internet service websites were / and are still hosted on a central server.
This proposed system of hosting has made major parts of the internet "centralized”. Centralization of data
although has a lot of positives has raised a major question about "data privacy" as todays internet data is
hosted my major central organizations. The concept of blockchain and decentralization gained popularity
over the years, starting from 2010 and the introduction of bitcoin, the blockchain industry had a surge and
this technology was involved in formation of a new gen web hosting technology which is purely decentralized
and is known to manage and successfully run humongous websites. The decentralized package of
webhosting comes with many sets of benefits and has successfully worked out a way to challenge the
current widely used central server mechanism. Centralized or Decentralized web hosting have both their
perks and drawbacks, and in this paper, we introduce the readers to the conceptual form of both procedures
and deeply go through the perks and drawbacks of each hosting solution. The summary of the contributions
of this work are listed below. a) This paper first covers the quick introduction of centralized and decentralized
web-hosting. b) This paper describes the centralized architecture of web-hosting. ¢) This paper describes
the quick comparison between centralized and decentralized architecture, and how decentralized is more
secure and fast over centralized. d) This paper describes the key component required to make web-hosting
fully decentralized. e) This paper elaborates the decentralized web-hosting using blockchain. The remainder
of this paper is organized as follow. Section 2 Centralized architecture (client-server model), centralized
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web-hosting, decentralized over centralized. Section 3 discusses the components are required to make web-
hosting fully decentralized, Section 4 covers the decentralized web-hosting using blockchain, Section 5
contains the conclusion of whole discussion.

Il LITERATURE SURVEY:

Blockchain is an immutable digital ledger that records and verifies cryptographically
signed transactions grouped into blocks in a distributed fashion without a central authority.
Except for the genesis block in a blockchain, each block cryptographically points to its
immediately previous one after undergoing a distributed consensus decision and validation. The
blockchain platforms maintain the blocks containing the electronic cryptographic data in a
distributed and consensus way. Based on a distributed blockchain and consensus-based
maintenance, individually developed policing mechanisms ensure that valid transactions are
added to the blockchain that allows users to be pseudonymous or anonymous; users can create
accounts without identifying the authorization process. Therefore, applications built on the
blockchain can enable the business to be with untrusted and unknown users. Blockchain is
based on decentralized peer-to-peer networking, in which all participant nodes provide their
resources fairly, alleviating one-to-many traffic flow bottlenecks. The characteristics of
blockchain are to provide decentralization, transparency, non-repudiation, and traceability. A
blockchain is a public registry of who owns and who transacts what. The transactions are
secured through cryptography, and the transaction history gets locked in blocks of data that
are then cryptographically linked together and secured. This creates an immutable record of all
the transactions across this network that cannot be forged. The record is replicated on every
node in the network. Unlike the existing Internet, blockchain enables users to deliver value
without relying on a third party. As of now, it has been used to deliver various economic values
such as cryptocurrency, stocks, computing resources, real estate, automobile use rights in a
shared economic society, and intellectual property rights. Several cryptographic technologies,
such as hashing and digital signature, have been used in blockchains. Hashing is a method of
calculating a relative unique fixed-size output (called digest) for the input of nearly any size
(e.g., a video stream, a text file, or an image) and is designed to be one-way and collision-
free. Because it results in completely different digests, even if a single bit in the input data is
modified, it provides the integrity of a block data in the blockchain. For digital signatures,
asymmetric-key cryptography is utilized; this provides the ability to verify someone's identity
who participates in a transaction. Each user possesses a pair of private and public keys. The
private key, regarded as the user's identity and security credential, is used to sign transactions
digitally; the digitally signed transactions are sent to whole nodes. The public key is used to
validate the transactions that are signed with the private key. When a new transaction occurs,
the user submits a new transaction to the blockchain ledger. The new transaction will be copied
and distributed among every node in

the blockchain platform. It will be stored in a queue until a mining node adds it to the blockchain
by creating a block. Blockchains allow us to write code and have binding contracts between
individuals and then guarantee that these contracts will be enforced without a third party's
requirement. Blockchains redefine how digital trust mechanisms work using distributed
consensus mechanisms and transparent tamper-evident record-keeping. Current Web
applications combine service and data and execute with a closed back-end database. Because
of this coupling, an RSVP on an application event will not be reflected in the scheduler. Thus,
similar or related data will be redundantly stored in multiple applications, such as the
centralized Web application. The applications in the centralized Web compete in a single market
based on data ownership. New innovative competitors, in the centralized Web ecosystem may
struggle to enter market because of a lack of customer data. In this section, we introduce the
trustworthy decentralized Web architecture and the data model and functional components for
identity and data management. Fundamentally, decentralizing the Web is about enabling choice
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by breaking up artificially coupled decisions into individual options that can be combined at
one’s pleasure. In a decentralized Web, we should be able to interact with websites and other
people without commitment to a single social media platform. Sensitive personal data should
be decoupled from applications in terms of taking back control of it. This separation allows users
to enjoy the applications they want and store data where they specify. Also, this allows service
providers to develop applications without the accumulation of their own user data. An example
of the data and service separation for a decentralized app application is shown on the right
End-users can select any service provider to store their text, photos, and videos on their own
storages on the Internet and depend on any third-party services to interact with data,
regardless of storage location. As an example, identity data for a crucial identity service can be
provided by Web storage. In the decentralized web ecosystem, end-users have the right to
control their data, unlike the centralized web ecosystem. However, although users can control
the data in the decentralized web ecosystem when the service providers utilize the user's data,
they can infer the data owner and infringe the user's privacy. Besides, as data generated by
wearable devices and sensors in the home network and user-generated contents become
valuable, data sovereignty is becoming more critical. Hence, it is desirable that the identifier
be anonymized or pseudonymized to ensure the user’s privacy, and if possible, a relationship
between both identifiers of data and owner must be established to claim data ownership.

I11. EXISTING SYSTEM:

In centralized Architecture, a single authority is created through which all the data must pass

through. The basic components of this architecture are: node (client), server and communication

link.

This architecture follows the standards of client server architecture in which client sends the
request to server and server responds back to those requests made by the client. Centralized
system is easy to create and setup because it provides the more direct control like all the
permission and processing are managed by single central server.

The server components provide services to one or many clients which make request. Server
classified on the basis of service they offer, for example, a web server offers web page and
a file server offer file exchange.

A single computer can offer web service and file service at a time to provide data based on
the type of request created by the client. The communication between different servers is
known as inter server communication and this communication is fully synchronized.

Disadvantages
In centralized network, all the data of the network passes through a centralized server.
Therefore here, a single organization holds the information.
Even though centralized organizations are secure and trustable; they are not 100% secure
or trustable.

IVV.PROPOSED SYSTEM:

The ways to demonstrate the functioning of centralized and decentralized web hosting, keeping
our main focus on comparing centralized and decentralized systems with each other. The
centralized and decentralized systems with some terms and technologies then we have explained
the centralized architecture followed by a comparison table for a centralized and decentralized
network. The decentralized networks and technologies associated with them such as IPFS,
encryption, etc.

Advantages:

A decentralized network can work efficiently and the Future research includes working on
the limitations of decentralized networks and providing solutions to overcome the
limitations.

Thus, decentralized web hosting network can be applied efficiently to overcome the
limitations of centralized network.
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V.SYSTEM ACHITECTURE
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V1. CONCLUSION:
A user-generated content is hosted on web servers belonging to a small group of giant companies. This trend has

created the centralized Web with several issues, censorship, surveillance, abuse of curatorial power, abuse of
privacy, monetize data, data breach, not the least of which is giant companies holding power through vast amounts
of data. Decentralized Web has the potential to revolutionize contracts and value exchanges and to decouple data
and related applications. The decentralized web basically should separate data and applications, give data rights
to data producers, and ensure responsible data sharing. We discuss self-sovereignty identity, self-sovereignty
data, and trustworthiness for data or value transactions that are a necessity in the trustworthy decentralized web.
Therefore, we discuss self-sovereign identity, self-sovereign data, and trustworthiness for data or value
transactions necessary in the trustworthy decentralized web. In this study, we reviewed the issues related to
centralized web architecture, decentralized storage platform, and blockchain technology and discussed

blockchain's potential for decentralized web architecture. Subsequently, we discussed a trustworthy decentralized
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web architecture that circumvents internet gatekeepers and takes control of our data back. In the future, we will
implement the designed trustworthy decentralized Web architecture using open source blockchain technology
and a decentralize storage platform.

VII. FUTURE SCOPE:

Our System has proposed a decentralized platform for web hosting. The proposed system takes the
advantages of the blockchain technology, IPFS, and encryption. That allows clients to host websites without
using any central system from service providers. We have also proposed the combination model between
IPFS and blockchain, and build the workflows for managing the decentralized web hosting service and the
IPFS network. Experiment results show that hosted websites on the IPFS network have high availability,
ensure data security and privacy. In our future work, we will build smart contracts to provide access control
features and optimize protocols to make the functions more efficient.
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