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___________________________________________________________________________________________________________ 
Abstract - Cloud computing provide an high amount of virtual storage to the user. Cloud storage mainly help to small and medium 
scale industries to reduce their investment and maintenance of storage server.Cloud storage is efficient for data storage. Users’ data 
are sent to the cloud is to be stored in the public cloud environment. Data stored in the cloud storage might Combined with other 
users’ data. This will lead to the data protection issue in cloud storage. If the confidentiality of clouddata is broken, then it will cause 
loss of data to the industry. Security of cloud storage is ensured through confidentiality parameter. To ensure the confidentiality, the 
most common used technique is encryption. But encryption alone doesn’t give maximum protection to the data in the cloud storage. 
To haveefficient cloud storage confidentiality, this paper uses encryption and obfuscation as two different techniques to protect the 
data in the cloud storage. Obfuscation is same like encryption. Obfuscation is a process which disguises illegal users by implementing 
a particular mathematical function or using programming techniques.obfuscation can be applied to a numeric type of data. Applying 
encryption and obfuscation techniques on the cloud data will provide more protection against unauthorized usage. Confidentiality 
could be achieved with a combination of encryption and obfuscation. 
 
In this paper we survey the current literature on data obfuscation and review current practices as well as applications. We analyse the 
different obfuscation techniques in relation to protection of software secrets,intellectual property and  data. Surprisingly, the same 
techniques   reverse engineers are used. 
 
Index Terms - cloud storage, obfuscation,data protection, confidentiality, de-obfuscation. 
___________________________________________________________________________________________________________ 
 

I. INTRODUCTION 

In today’s IT industry, the more sophisticated data storage is cloud storage. but the enterprises are still waiting to use cloud 
computing, because of the data security problem of cloud computing is not solved completely. Cloud Storage provides a virtual space 
to store bulk data. But the data owners have no control over their data. The cloud provider has full control on the user’s data. This 
makes the user’s mind to think about the data security in the cloud.  
Ensuring confidentiality of user’s data in cloud storage is the main research problem around the cloud computing. Cloud storage 
providers store users critical data; it needs to be secured. Designed approach for encryption and hiding data to perform security 
mechanism. Using Technique of Encryption with Obfuscation, achieve high security level on data transmitting in cloud environment. 
Obfuscation is look for, only to resist attacking during small time. Cloud types include public, private (both external and internal), 
hybrid, and   shared community types. With each type, you need to consider where data and functionality will be maintained. 
This paper uses encryption and obfuscation techniques in an integrated manner to protect the data from the attackers (insiders and 
outsiders).obfuscation has been found to be the cheapest and easiest solution to this Problem. Encryption and obfuscation could be 
done from user’s side. 
Data obfuscation (DO) is a form of data masking where data is purposely scrambled to prevent unauthorized access to sensitive 
materials. This form of encryption results in unintelligible or confusing data.  
Section 2 illustrates Survey on various obfuscation techniques to secure cloud data server information. Section 3 contains overall 
comparison among all these approaches followed by conclusion in Section 4. Last section contains the list of references used. 

 
II. SURVEY  ON  VARIOUS  OBFUSCATION  TECHNIQUE  TO SECURE CLOUD DATA  SERVER 

INFORMATION 

Authors of [1], define the several technique for technical protection software secrets. They argue that automatic code obfuscation is 
currently the most viable method for preventing reverse engineering .they describe large  number of such transformation, classify 
them, and evaluate them with respect to their quality of an obfuscating transformation. 

 
Authors of [2],present a survey of software protection based on the concept of security by obsecurity.This paper present a strength of 
Obfuscation technique using set of metircs.It describes three metrics : Potency(to what degree is human reader confused) , 
Resilience(how well are automatic deobfuscation attack resisted) and Cost(how many extra resource Used during runtime). 

 
Authors of [3], use encryption and obfuscation as two different techniques to protect the data in the cloud storage confidentiality. here, 
based on the type of data, encryption and obfuscation can be applied. so author use the three algorithm: 
1. Used to find out type of data. 
2. used for obfuscation (for numeric data type). 
3. used for encryption (for numeric or alphanumeric data type). 
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The integration of both techniques should provide maximum security to user’s data in the cloud data. 
 
Authors of [4],Here, the author make proposed model to maintain confidentiality of data , which stored in cloud database like DaaS 
.This model define ,user can encrypt or Obfuscate the data using any algorithm before it sending to server for storage. Here, 
confidentiality of data can notcompromised.Proposed model also focus on query on encrypted and obfuscated data.The performance 
is also increase where only encryption technique used for confidentiality. 
 
Authors of [5],define the new concept of privacy as group privacy against “mass harvesting” queries. It ensures that users of the 
obfuscated database can retrieve individual records or small subsets of records by identifying them exact. finally, it carried out in the 
random oracle model. Whether privacy-via-obfuscation can be achieved. 
 

III. COMPARISON OF VARIOUS RESEARCH SCHEMES 

The table below shows a short comparison about the various schemes proposed by a researcher by taking different parameters. The 
table gives the description about the basic technique used with the benefits that researcher gets as well as the limitations found in 
schemes. 
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              [1]   √  √  X  √  √  x X   X  √  X  √ 

              [2]   √  √  x   x  √  √  x   X  √   X  X 
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              [5] √ √  √  √  √   √   x   √ √ x X 

 
IV. CONCLUSION 

This proposed model presented an approach to protecting users’ confidential data in cloud computing from cloud service providers in 
the cloud environment. The literature surveyed produces-Though data obfuscation we can conclude that the we required the model 
which will provides following outcomes.. 
Data Confidentiality and Data verification facility for user. We Increase trust of user on Service providers. This system becomes more 
secure using obfuscation. Data obfuscation enhances security of users data. Combined both the techniques solve existing issue of both 
Client & service provider. 
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