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___________________________________________________________________________________________________________ 

Abstract - Cloud computing provide an high amount of virtual storage to the user. Cloud storage mainly help to small and medium 

scale industries to reduce their investment and maintenance of storage server.  Users’ data are sent to the cloud is to be stored in the 

public cloud environment. Data stored in the cloud storage might combine with other users’ data. So, the issue about Security of cloud 

storage is ensured through confidentiality parameter. To ensure the confidentiality, the most common used technique is encryption. 

But encryption alone doesn’t give maximum protection to the data in the cloud storage. To have efficient cloud storage 

confidentiality, this paper uses encryption and obfuscation as two different techniques to protect the data in the cloud storage. 

Obfuscation is same like encryption. Obfuscation is a process which disguises illegal users by implementing a particular mathematical 

function or using programming techniques. Obfuscation can be applied to a numeric type of data. Applying encryption and 

obfuscation techniques on the cloud data will provide more protection against unauthorized usage. Confidentiality could be achieved 

with a combination of encryption and obfuscation.  

The proposed scheme, guarantees along with encryption, obfuscation technique is used to increase   the confidentiality of data and also 

provide the right management .where the users data is secure on the server. We hope this paper will help quality analyst in pulling 

data, is secure to store in the cloud storage with more accuracy with higher speed and verify content by preserving privacy. 

 

Index Terms - Cloud Storage, Obfuscation, Data protection, Confidentiality, De-Obfuscation. 

___________________________________________________________________________________________________________ 

1.INTRODUCTION 

Cloud Computing and Obfuscation are the two emerging trends now a days in the world of information technology and computing. 

“Cloud computing refers to the web-based computing, providing users or devices with shared pool of resources, information or software 

on demand and pay per-use basis”. It allows end user and small companies to make use of various computational resources like storage, 

software and processing capabilities provided by other companies such as Amazon or Microsoft.  

Cloud Services provided by the clouds are broadly divided into three categories:Infrastructure-as-a-Service (IaaS), Platform-as-a-Service 

(PaaS) and Software-as-a-Service (SaaS). 

Infrastructure as a service (IaaS): In the IaaS model computers are offered as physical or asvirtual machines, and other resources. 

Platform as a service (PaaS): In the PaaS model, cloud providers offers acomputing platformincluding operating system, programming 

language execution environment, database, and webserver. Without buying and managing hardware andsoftware on a cloudplatform. 

Software as a service (SaaS): In the SaaS model, cloud providers install andoperate applicationsoftware in the cloud and cloud users 

access the software from cloud clients.  

“Data Obfuscation (DO) is a form of data masking where data is purposely scrambled to prevent unauthorized access to sensitive 

materials. This form of encryption results in unintelligible or confusing data.” Data Obfuscation tasks include Storage & Encoding (split 

variables,convert static data to procedure & change encoding,change variable), Aggregation(merge scalar variable & split,fold,merge 

arrays), Ordering(reorder instance variables,reorder methods,reorder arrays ). 

 

Data Obfuscation process…… 

 Storage: Used to choose unnatural storage class for dynamic & static data . 

 Encoding:Encoding used to choose unnatural encoding for common data type. 

 Aggregation: The main work of reverse engineering is to restore the program data structure.so, important for 

Obfuscation is try to hide this data structure. 

 Ordering:Randomizing the order in which computation are perform is useful obfuscation. 

2. Background Theory 

 

Data Obfuscation is also known as data scrambling and privacy preservation , that changing the data structure appearing in the source 

code. Data Obfuscation is to make attacking complicated enough to repel attacker ,rather than formally proving the strength of 

algoritham. 

 

2.1   DATA OBFUSCATION: 

Data Obfuscation in cloud computing is the designed approach of hiding data to perform security mechanism. The data obfuscation is 

a form of data masking where data is purposely scrambled to prevent unauthorized access to sensitive materials. Using data 

obfuscation we secure the cloud users data in the cloud storage and provide maximum security to user data in the cloud data. 
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3. RELATED WORK 

 

Authorat [1] define the several techniques for technical protection software secrets. They argue that automatic code obfuscation is 

currently the most viable method for preventing reverse engineering .they describe large number of such transformation, classify them, 

and evaluate them with respect to their quality of an obfuscating transformation. 

Authors of [2], present a survey of software protection based on the concept of security by obscurity. This paper present strength of 

Obfuscation technique using set of metrics. It describes three metrics: Potency (to what degree is human reader confused) , 

Resilience(how well are automatic deobfuscation attack resisted) and Cost(how many extra resource Used during runtime ). 

 

Authors of [3], use encryption and obfuscation as two different techniques to protect the data in the cloud storage confidentiality. Here, 

based on the type of data, encryption and obfuscation can be applied. so author use the three algorithm:  

1. Used to find out type of data.  

2. used for obfuscation (for numeric data type).  

3. used for encryption (for numeric or alphanumeric data type).  

The integration of both techniques should provide maximum security to user’s data in the cloud data. 

 

 Author [4]Here, the author make proposed model to maintain confidentiality of data , which stored in cloud database like DaaS .This 

model define ,user can encrypt or Obfuscate the data using any algorithm before it sending to server for storage. Here, confidentiality of 

data can not compromised. Proposed model also focus on query on encrypted and obfuscated data. The performance is also increase 

where only encryption technique used for confidentiality. 

 

Author [5], define the new concept of privacy as group privacy against “mass harvesting” queries. It ensures that users of the obfuscated 

database can retrieve individual records or small subsets of records by identifying them exact. finally, it carried out in the random oracle 

model. Whether privacy-via-obfuscation can be achieved. 

 

COMPARISON OF VARIOUS RESEARCH SCHEMES 

The table below shows a short comparison about the various schemes proposed by a researcher by taking different parameters. The table 

gives the description about the basic technique usedwith the benefits that researcher gets the limitations found in schemes. 

Criteria Group 

→ 
Encryption/ Obfuscation oriented measures  Others   

Individual Criteria 

→ 

 Providers 

↓  
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[1] √ √ X √ √ X X X √ X √ 

[2] √ √ X X √ √ X X √ X X 

[3]  √ √ √ √ √ √ √ X √ √ X 

[4]  √ √ √ √ √ √ √ X √ √ √ 

[5]  √ √ √ √ √ √ X √ √ X X 

Table 1. Comparison study 
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4. Our contribution 

Various researchers have worked to achieve better shown in figure 4. 

 

4.1 Flow Chart 

 The proposed system flowchart based on Verification and Right management are the two of the main goals to be achieved in 

Security Data storage model for Cloud Computing. Both the operations in our model are achieved as mentioned beneath.  

4.1.1 Uploading File on Cloud 

 
Fig. 2.Uploading file in cloud process 

In Fig 2 shown we propose a process for Upload data on Cloud. So,client  choose data for storage.Then client apply encryption and 

calculate hash value and send the data to the server.In other side,server get the data and obfuscate that data.If the data is correct then 

server store the data in the database and send the reply to the client. 

(a)Verification Process 

 
Fig. 3.Verification process. 

In this process ,client chooses  data and send verification request to the server.so,server de-obfuscate the client data and send reply to the 

client. After this, client  compare the own hash code with coming reply and  display the result.If the hash code is not match then there is 

something changes done at server side. 
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(b)Right Management Process 

 
Fig. 4.Right Management process. 

 

In this process, Client request for data and user list .Then server De-obfuscate that data and send to the client. After that client send  the 

rights and send to the server. The server again obfuscate that data and modify the database accordingly. 

5.CONCLUSIONS 

This paper explores the necessity of obfuscation  with encryption in present information age.  woh yduts ewObfuscation, along with 

encryption  ot krowemarf desoporp ew oS .gnitupmoc duolc ni  desu siachieve 

encryption,obfuscation,overhead,performance,speed/accuracy and privacy/integrity. The proposed model presented an approach to 

protecting users’ confidential data in Cloud computing from Cloud service providers in the Cloud environment. The literature 

surveyed  produces-Though data obfuscation we can conclude that the we required the model which will provides following 

outcomes. dohtem lacissalc yduts fo esac a sA of data obfuscation of  obfuscation . 

 

Data Confidentiality and Data verification facility for user.  

We Increase trust of user on Service providers.  

This system becomes more secure using obfuscation.  

Data obfuscation enhances security of user’s data.  

Combined both the techniques solve existing issue of both Client & service provider.  

 

We have proposed an idea for Upload Encrypted data on cloud and how to verify data and also provide right management to this uploaded 

data in server. We have tried to explore new ways using combine two methods,is encryption and obfuscation which achieve high security 

at server side in Cloud computing in short time. The obtained results optimal performance of each combination of algorithms.The 

proposed idea is yet to be implemented and tested under simulator or real-time environment before its adaptation or recognition, which is 

the forthcoming plan of action for us. 
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