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___________________________________________________________________________________________________________ 

Abstract - Storage privacy is basic need for security because today’s  generation is become digital .Every person use internet  for 

money transaction and other important document transformation. In this paper we use redactable signature and sanitizable signature 

for security.  Sanitizable signature is used to modify the sensitive information of document by sanitizer and this was not known by the 

original signer.
.[21] 

  We use black-box for tighten security. We are going to apply this concept in black-box for better security. 

Sanitizable signature allow third party to do modification in signature. 

 

Index Terms - Storage privacy, Black-box, Sanitizable signature, Eclipse, CDT. 

___________________________________________________________________________________________________________ 

` 

I. INTRODUCTION 

 Storage privacy is basic need for security because today’s  generation is become digital .Every person use internet  for money 

transaction and other important document transformation. Sanitizable signature is used to modify the sensitive information of 

document by sanitizer and this was not known by the original signer. Lot of information is shared through internet using different 

means now a day. From that information some information are sensitive and we cannot compromise with its security. Different 

techniques and algorithms we use to secure our data. Sanitizable signature is important techniques which help to decide that 

information provider and provided information both are genuine. Black-box is very important concept for provide better security to 

storage. We also use sanitizable signature and redactable signature for storage privacy. Redactable  signature allow anyone to remove 

blocks from Document, without invalidating the signature. When we don’t want to share particular portion of document we just dark 

out that portion the same thing was done by using redactable signature. Sanitizable signature is used to modify the sensitive 

information  of document by sanitizer  and this was not known by the original signer. 

In this paper for storage privacy we are going to use combine algorithm of redactable signature and sanitizable signature. 

In this algorithm we have to follow seven different steps like key generation, signature, sanitization, redactation, judge and verify. We 

have to use seven different algorithms for creating this  

algorithm. We are applying this algorithm in black-box for tighten security.   

 

II. STORAGE PRIVACY 

    “Authorized users and trusted networks can only use the available resources unauthorized person cannot use the resources” is the 

basic concept of storage privacy. We have to protect information against online threats such as Viruses, Worms, Trojans, and other 

malicious code. Effectiveness of storage security methodology can determine from two criteria
.[10]

 

1) Implementing system cost should be a small fraction of value of protected data.
[14]

 

2) It should cost a potential hacker more, in term of money and/or time, to compromise the system than the protected data is 

worth
[14]

 

 

 

 
 

fig:2.1 Storage Privacy 

III. BLACK-BOX 

  In black-box We get output of given input without knowing its internal working. Implementation of code in black-box is “opaque”.
[8]

 

  Ex:- human brain 
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Fig:2.2 BLACK-BOX 

 

IV. SANITIZABLE SIGNATURE 

 

  Data sanitization is the process of change or modifies the data. In cryptosystem we use this concept for security purpose. We use 

sanitizable signature which allow a person to modify the original portion of the data without knowing to the original signer
.[7] 

Who 

made these changes are known as sanitizer. The sanitizer can produce a valid signature if it modify the designated portion no other 

parts of message.
.[7] 

 sanitizer have authority to modify the portion of signature. 

Following problem can solve using sanitizable signature: We want a properly signed document by any authorized signer, without 

harming the original data behind, we need some portion of that signed document hidden or masked to protect some important 

information. Sanitizing process can be done without original signer to sign again.
.[7] 

 This concept is very useful in case signer is  not 

available at a moment.
.[2]

 

 

A. Properties of sanitizable signature 

 Unforgeability:- Says that no one except for the honest signer and sanitizer can create valid signature
[3]

 

 Immutability:- sanitizer cannot change message parts which have not marked as modifiable by signer.
[3]

 

 Privacy:- Secure  sanitized message parts from    outsider to recover that. 

 Transparency:- Clear the indistinguishaibility of signature created by sanitizer or signer.
[3]

 

 

Signing:- The Sign algorithm takes  

m = (m[1]; : : : ;m[`])(message) ,the signer's secret key sksig, the sanitizer's public key pksan, as well as a description adm of the 

admissibly modifiable blocks, where adm contains the number of blocks in m, as well the indices of the modifiable blocks. It outputs 

the message m and a signature
.[7]

 

Sign( m; sksig; pksan; adm) 

 

Sanitizing:- Algorithm Sanit takes a message 

 

B. Algorithm for sanitizable signature 

 

 Accountability:- By this the signer can prove that a particular signature is his not by the sanitizer. 

 

 
  

 Easy to install 

 Easy to use 

 A new release every year 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Signer 

Revised Message 

M=”Alice’s salary is *****$ every 

month”. Or  

M=”Alice’s salary is 2000$ every 

month.” 

DS1=( DS, M1, pKsan, sKsan ) or 

DS2 = (DS, M2, pKsig, sKsig) 

 

Message 

M=”Alice’s salary is 3000$ every 

month”. 

DS=Sig(M,sK) 

 

Sanitize

r 
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The functions of genetic operators are as follows:- 

 

Key Generation:- There are two key generation algorithms are used, two pair of keys are generated  one for signer and second for 

sanitizer.
.[7]

 

D. CDT(C/C++ Developing Tooling): 

The CDT Project provides a fully functional C and C++ Integrated. Development Environment based on the Eclipse platform[27]. 

  

m = (m[1]; : : : ;m[`]), m[i] , the public key pksig of the signer and the secret key sksan of the sanitizer. It  

modifies the message m according to the modification instruction mod, which contains pairs (i;m[i]0) for those blocks that shall be 

modified. Sanit calculates a new signature _0 for the modified message m0 mod(m). Then Sanit outputs m0 
.[7]

 

Sanit( m;mod; _; pksig; sksan) 

 

Verification:- The Verify algorithm outputs a decision verifying the validity of a signature  

for a message m = (m[1]; : : : ;m[`]),m[i] with respect to the public keys.
.[7]

 

 

E. Introduction To Eclipse: 

 Eclipse is a universal platform for integrating development tools.  Multi-language software development environment comprising 

an 

integrated development environment and an extensible plug-in system.
[23]

 Eclipse was  Started by IBM (Canada) in late 

1990s.[27] A small Java program with loader functionality. Eclipse  Can be infinitely extensible by 3rd parties products are 

created in the form of plug-in which are then loaded by Eclipse
[27]

 

F. Goal: 

 Development tools platform 

 Common platform for all IBM development products
[23]

 

 Integrated experiences for the customers Formed and created Eclipse Foundation (non profit org.) in 2003-2004
[27]

 

 

 Latest Version: 

 Neon 22 June 2016 4.6 

 

 Next Version: 

 Oxygen June 2017 4.7 

 

G. Layer of eclipse: 

 PDE: Plug-in Development Environment 

 JDT: Java Development Tool 

Platform: Eclipse Platform 

JVM: Java Virtual Machine 

 Features: 

Check:   http://wiki.eclipse.org/CDT/User/NewIn82 

Signatures   and   a  Black-Box Construction of Strongly Private Schemes” David Derler and Daniel Slamanig
[27]

 

 

Editor: C/C++ syntax highlighting 

Code completion  (Camel Case Completion) 

Hover help Automatic indentation
[23]

 

Parser: Parses source files in project to extract C/C++ elements Information used to search, outline and code completion
[27]

 

Search 

API and extension points to allow extensibility 

C++ Development: 

Class creation wizards 

 

Can verify the signature for M, M1,  

and M2 

V(DS, M, pKsan, pKsig) TRUE 

V(DS, M1, pKsan, pKsig) TRUE 

V(DS, M2, pKsan, pKsig) TRUE 

 

Verifier 
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ECLIPSE 

We are using eclipse platform to implement proposed algorithm. 

 

C. Purpose for Using Eclipse: 

Open source and FREE! 

One IDE for almost all languages! 

Supported on most operating system 

OS independent GUI  

 

 Latest Version: 

Neon 28 Sept 2016 9.1.0 

 Next Version: 

Neon Dec 2016 9.2.0 

 

VI. CONCLUSION 

 

We get better privacy using Black-Box in Sanitizable signature. We believe that our algorithms can be further tuned in order to   

achieve an even larger performance increase.  Sanitizable signatures permit a designated party to remove or replace designated 

parts of a document. Any unauthorized  person cannot access the data   without permission. Create the black box  from where 

they can access the system of company. 

 

VI. FUTUREWORK 

 

Future work will be implementation of proposed  

algorithm using Eclipse. Once it will be implemented,  testing will be done and result will be compared with current results 

for conclusion. 
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